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As Networked Defense Moves Into Space, Ultimate Command Authority Is Unclear
As space officers move to network centric warfare, a major challenge for the U.S. military is sorting out who has the ultimate command authority in space, according to Brig. Gen. Larry D. James, vice commander of the Air Force's Space and Missile Systems Center. He said there were some conflicts about this in Operation Iraqi Freedom (OIF). 
"Standardizing how we conduct command relationships, conduct command and control, is frankly a big challenge for us right now," James said at a symposium here. "A lot of the different theaters have their own ideas about how they want to integrate space forces, what they should have ... control over." 
Maj. Gen. Michael Hamel, commander of the 14th Air Force, "is working very hard to create standardized approaches so that we can say, 'This is the way that we should be doing business,'" James said. "We can tailor that, but ideally" Air Force Space Command has "a direct support relationship with the theater, we supply what the combatant commander needs, but we still retain control of those forces." 
But today, James said June 29 at the Space Warfare Symposium, sponsored by the Air Force Association, this is "going to vary across different theaters. And frankly we saw that rear up during" OIF, he continued, "because we were trying to put space coordination authority" in the hands of Gen. Michael T. Moseley, Commander of U.S. Central Command Air Forces. But "I was getting phone calls" from the director of operations at U.S. Strategic Command (STRATCOM) "saying, 'Well, what does this really mean, because space forces are global forces. What do you guys really have control over? We at STRATCOM have control.'" 
James, who until just recently was assistant director of air and space operations at Air Force Space Command, said, "We've got to work through those things because ... you've got global forces providing tactical theater effects, and yet those global forces can also be supporting other activities." 
Organizing "appropriately to synchronize effects" is one of the tenets of network centric warfare, James said. 
Network centric warfare also means that "we have to network our forces, and we have to provide situational awareness." 
In OIF, James said, networking of forces fell short in two areas, missile warning and military satellite communications. While reliance on Defense Support Program satellites worked for missile defense in Desert Storm, he said, it became apparent in OIF that such overhead sensors would have a tough time picking out the array of shorter-range missiles that threatened coalition forces."We were, frankly, struggling right up until combat operations started to pull together various sensors in theater to provide missile warning," James said. They included an Aegis cruiser in the Gulf, Marine Corps AN/TPS-59 radars, and Cobra Ball sensor aircraft. "And just trying to bring all the comms together, with the unique systems that each of those had," was hard. "We started to pull those things together in terms of providing a network infrastructure for missile warning, but we certainly have a long way to go," he said. 
Military satellite communications "obviously is key to our networking capability" but "we don't have a solution yet for that last tactical mile," James said. "If we could just get to the point where we could give that warfighter in the field something [so] that he doesn't have to worry about setting up the satellite dish ... that would go a great way to networking our forces." 
In the Combined Air Operations Center (CAOC), "we had all the comms we needed ... There was a whole field of [satellite communication] antennas that were providing plenty of bandwidth into the CAOC. Those poor guys on the point of the spear are where we really have to focus." 
In the future, "we're going to have systems of systems," James said. "We're going to have to be concerned with how to space-integrate into all these systems that are out there." The projected near-space airship, flying at 100,000 feet with a variety of sensors, will have to be integrated, as will a potential multitude of unmanned aerial vehicles. 
As for situational awareness in OIF, there were good common operating pictures (COPs) for air and ground, but "our space COP was woefully lacking," James said. "It wasn't really a real-time capability, and that's all we had. So we're working very hard to improve that." In addition, the effects of bombing strikes weren't always easy to discern because precision munitions can destroy the inside of a building, but leave no external evidence of significant damage. 
The first step in trying to create a space COP to boost situational awareness will be a Single Integrated Space Picture, or SISP, James said. "We're going to demonstrate that at JEFX," the Joint Expeditionary Force Experiment, set for July 19 to Aug. 6 at Nellis Air Force Base, Nev. 
One of the "challenges in fully networking all this [to boost situational awareness] is ultimately everyone has access to everything, theoretically," James said. "How do you monitor that? How do you control that? How do you ensure that folks that don't really need this data don't have to get it? How do you put filters on and all those sorts of things? 
"It will be a networked environment [and] space will be a key component of that environment," he said. "We've seen the first glimmerings of that in OIF. We have a long way to go. That is the challenge I think we have to meet."
