

Experimenting with Network-centric operations 

The Air Force Experimentation Office (AFEO) prepares to put Network-centric Infrastructure (NCI) through its paces.
By Pam Smith

Air Force Experimentation Office
April, 2004- Lessons learned from Afghanistan and Iraq are shaping the scope of the upcoming 2004 Joint Expeditionary Force Experiment (JEFX 04), where NCI, and the network-centric operations it makes possible, will be a major focus.  

Timely and accurate information about the enemy, targets, non-combatants, weather, geography, and friendly forces are but a few factors critical to the warfighter in today’s military operations. 
Equally as important, commanders at all levels must be able to dynamically command, control, synchronize and integrate sensors, strikers and support platforms using machine-to-machine (M2M) speed in an integrated picture on a secure global grid. 

Turning today’s information explosion into increased capability is a central goal of both the Secretary of the Air Force and the CSAF. The path they have outlined for the Air Force’s transformation to information age air warfare can be summed up in two words- networks and integration.
The Challenge
Existing networks and their supporting data enclaves were often developed as stand-alone systems and applications, with discrete data structures, formats and standards supporting these enclaves. These enclaves constitute distinct networks designed to directly support specific air warfare core mission areas such as counterair, close air support and special operations. 

Additionally, most components of our current Command and Control, Communications, Intelligence, Surveillance, and Reconnaissance (C2ISR) and battle management systems are connected to some sort of network- they are not networked.  

“So the challenge is to transform this information explosion by focusing people, processes and technology using common networks, standards, and protocols, in order to access, process, or share today’s huge quantities of data, and extract decision quality information quickly, seamlessly, and securely,” states Col. Dave Youker, director of the Air Force Experimentation Office.  

Experimenting with NCI

“JEFX 04 will provide the environment to experiment with and assess new or refined concepts, processes, technologies, tactics, techniques and procedures (TTPs) that seek to provide solutions to integration of air, space, and ground assets, through M2M exchanges,” Youker continues.
The JEFX 04 engineering and communications teams are preparing a network-centric architecture to use during the experiment.  

“The experiment combines live fly, ground, special ops and coalition forces, simulations, and technology insertion into a near-seamless warfighting environment. JEFX provides one of the few opportunities to explore an end to end process, in a networked environment, with manned and unmanned command and control nodes in a controlled, but operationally realistic environment,” explains Youker.
Initiatives will seek to provide NCI capabilities that will allow for the interaction between C2 and tactical ground, air and space nodes through the C2 Constellation, a concept being explored during JEFX 04. 
“The vision of the Command and Control Constellation (C2 Constellation) is to harness the power of networks,” states LtCol. “Rick” Painter, Chief, C2 Constellation Division at the Air Force Command and Control, & Intelligence, Surveillance and Reconnaissance Center (AFC2ISRC). 
“The C2 Constellation will link sensors, communications systems, and manned and unmanned weapon systems in an interconnected grid that creates seamless information flow to the warfighter using common standards and communications protocols on open-system architectures to relay information automatically through M2M interfaces,” explains Painter. 
This networked “constellation” of assets with open-systems architectures, will allow for collaboration between various entities resulting in near real time vertical and horizontal collaboration uniting commanders and capabilities.

“JEFX initiatives report to provide capabilities dealing with information life cycle management; better situational awareness through a Common Operating Picture (COP) management; enhancing the information environment provided through the globally accessible Air Component Distributive Workspace; improving and accelerating highly accurate combat identification and target coordinates by using imagery from ISR platforms; optimizing high-speed M2M ISR network collaboration to support time-sensitive targets; and information assurance techniques to disseminate information between different classification domains, Col. Youker states.

Additionally, initiatives that will be supported by NCI will enable the exchange of Air Mobility’s global decision support system information with the Combat Air Force’s Theater Battle Management Core System to improve execution of the theater air battle plan; transfer information between Army and Air Force systems to reduce fratricide and improve support to ground forces.
“Initiatives in JEFX will go through a rigorous assessment process. Assessors will collect, measure, track, monitor and analyze data to determine and make recommendations to the Chief on which processes, technologies, tactics, techniques or procedures refine or improve our capabilities to net sensors, fuse data and manage information,” states Maj. Brian Joos, Assessments branch chief for AFEO. 

The overall effect is to improve sensor collaboration and significantly improve accuracy and timeliness at the C2 nodes,” continues Joos.





















NCI promises to improve the timeliness and relevance of information available to warfighters, and enables the capability to provide the “right information, at the right time, to the right location, and in the right format.”  

According to Gen. Jumper, “It’s not about platforms, sensors and nodes. It’s about supporting the Joint Force Commander by increasing air & space power through information integration.”

For more information, please contact Pam Smith at 757-225-2105.
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�  Described by Joint Vision 2020 and the Air Force Vision 2020.
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Constellation Traits 

		The Constellation is … 

		A Network-Centric, 

		Peer – based,

		Family of Systems:

		(Networks + Sensors

+ Nodes) X BMC2



		The Constellation consists of:

		Command Centers

AT – AOC, DGS, BCS, E-10A, TACC

		Sensors and Platforms

GMTI, AMTI, GH, E-10A, U-2, SBR, AWACS

		Network Centric Infrastructure

		Standards and architecture-based

		Comm, Tactical Data Links

		Network Centric Enterprise Services







Peer-to-peer is a communications model in which each party has the same capabilities and either party can initiate a communication session. Peer-to-peer communications is implemented by giving each communication node both server and client capabilities. 

Family of Systems differentiates the Constellation from the “System of Systems” type architectures

		Not platform specific and will include sensors, platforms, C2 Centers as well as interleaving processes





The C2 Constellation will boast:

horizontally integrated C4ISR,

machine to machine information exchange,

deployable connectivity,

standards-based commonality of hardware and software,

open systems architecture,
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