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Effects-Based Air Operations - Cause And Effect
Operations Enduring Freedom and Iraqi Freedom were testing grounds for the latest non-linear warfighting effects. 
Effects-based operations (EBOs) are nothing new, but there are growing signals that EBO has truly come of age in the first decade of the 21st century. There are signs, too, that it will dictate the warfighting doctrine of Western air forces for the foreseeable future and the shape of procurement policies underpinning them.
Maj Gen David Deptula, director for plans and programmes within the US Air Force’s (USAF’s) Air Combat Command (ACC) and a leading proponent of EBO, defines EBO as “the end of strategy” rather than the traditional approach of ‘force-on-force’ - the attrition approach to warfare that characterised the major conflicts of the 20th century.
One of the prime drivers behind EBO strategy is the ability to wage “parallel warfare”. In traditional “series warfare”, as it is applied to air operations, target sets are attacked in a linear sequence in a progressive march on the nerve centre of the enemy’s operations.
This approach is ably illustrated by the Allied strategic bombing campaign during the Second World War. Targets were attacked in sequence - from factories to railroad communications to military targets and cities - to ‘roll back’ Nazi Germany’s defences sufficiently to allow Allied ground troops to succeed on the battlefield and ultimately achieve the collapse of the Nazi regime.
Iterations of this approach continued for the next 50 or so years. During Operation ‘Desert Storm’, the first war against Iraq in 1991, a form of parallel warfare was instituted in that a variety of targets - airfields, troop concentrations, leadership centres and weapons of mass destruction sites, for example - were attacked simultaneously, but only after air superiority - and ultimately air supremacy - had been won over Iraq.
EBO purists point out that even though the campaign to neutralise Iraqi air defences was successful in attaining air supremacy, air-defence systems were not the targets, “the targets were the targets”. Yet the only way of getting to some of these targets was by first ridding the battlespace of surface-to-air missile systems.
Operation ‘Enduring Freedom’, the Afghanistan campaign against Al-Qaeda and the Taliban in 2001, and Operation ‘Iraqi Freedom’, the second war on Iraq, were both non-linear campaigns - testing grounds for EBO principles.
In Afghanistan, the inability of Al-Qaeda and the Taliban to oppose the US and its allies with a cohesive front line coupled to its failure to field an effective air-defence system, allowed the US to attack targets simultaneously, aided by an embryonic ‘network-centric’ real-time command-and-control system that allowed decision- makers to view developments on the battlefield in real-time or near-realtime and react with equal speed.
In the second war on Iraq, EBO went further, US and UK air, land and sea forces attacking Saddam Hussein’s forces in parallel - ‘joint operations’ writ large.
Under the umbrella of an EBO campaign, “the goal of war is to get an adversary to act according to our strategic interests”, in the view of Gen Deptula, even to the point of “being able to achieve one’s objectives without combat”.
But EBO can, if he is right, produce even more dramatic results. “I want to see a set of integrated physical and cognitive effects models that could help [the US] achieve its national security objectives without the adversary even knowing he’s been influenced.”
In other words, there is an emerging view that the US can achieve its strategic objectives to the degree that it may not even need to fire a shot - and in a way that leaves its adversaries completely unaware that they have been outmanoeuvred. The key to this revolution, Gen Deptula says, is the coupling of advanced technologies - notably stealth and precision-guided munitions (PGMs) - with an effects-based planning strategy. This, in turn, is yielding the parallel warfare concept of operations - and is the “defining event” of the so-called revolution in military affairs.
EBO is getting a positive response from key government decision-makers, who recognise that it may also provide the answer to an otherwise insoluble conundrum: how to maintain a high degree of readiness in an era of highly unpredictable threats and in the face of declining resources. At a conference on the future of airpower at the Royal United Services Institute in London last month, Mark Gunzinger, a retired USAF colonel and now assistant associate director for Strategic Planning at USAF Headquarters, noted that pressure on defence budgets will grow as more demands are made on health, social security and other government spending areas. At the same time, Gunzinger said, the demand for air-and-space assets is increasing, as is the need for a US military presence worldwide with fewer forces.
On top of that, the USAF is currently “one of the oldest forces we’ve ever had in terms of equipment”, he said, which is imposing a spiralling cost burden on the service’s logistics infrastructure. Something, in other words, has to give.
There are some “key capability trends” that should alleviate the pressure - an increasing reliance on PGMs, for example, allows the USAF to achieve more ‘bang for buck’. During ‘Desert Storm’, 7.7% of weapons dropped were precision munitions. In Operation ‘Allied Force’ against Serbia in 1999 it was 40%. During Operation ‘Enduring Freedom’ the figure rose again to 60.4%. In ‘Iraqi Freedom’, official statistics will show an even higher level of PGMs dropped.
Then there is the stealth revolution - the move within the USAF to an “all-stealth force” with the advent of the Lockheed Martin F/A-22, the F-35 Joint Strike Fighter and stealthy unmanned combat air vehicles.
The fielding of a new generation of intelligence, surveillance and reconnaissance (ISR) systems and high-bandwidth communication links is giving rise to a network-centric ‘joint’ fighting force, with units across the spectrum increasingly privy to a common intelligence picture and a revolution in situational awareness.
Finally, ‘adaptive planning’ - moving from a 72-hour air-tasking order (ATO), for example, to a 48- or even 24-hour ATO in the future - will give commanders the ability to react swiftly to changing events within the battlespace, a key ingredient to attacking ‘time-sensitive targets’ such as theatre ballistic missiles tipped with warheads of mass destruction.
Many of these same concerns were the driving force behind a paper published in December 1996 by two US think-tank strategists, Harlan K Ullman and James P Wade. More than six years later this work hit the headlines when word of the US-led attack strategy against Saddam Hussein supposedly leaked just before ‘Iraqi Freedom’.
The Ullman and Wade paper was called ‘Shock and Awe - Achieving Rapid Dominance’ and became a rallying cry for those advocating an attack on Iraq of such ferocity and intensity that it would cause the regime of Saddam Hussein to implode within days, if not hours.
While ‘shock and awe’ become synonymous in certain circles with this approach, it was not what Ullman and Wade intended. In the introduction to the paper, they noted that seeking rapid domination of an adversary - “destroying the adversary’s will to resist before, during and after the battle” - was not a new idea. But in light of certain realities, many of the same realities noted by Gunzinger, they acknowledged that “an unusual opportunity exists to determine whether or not this long-sought-after strategic goal of affecting the will, understanding and perception of an adversary can be brought closer to fruition”.
‘Shock and Awe - Achieving Rapid Dominance’ reads like a manual for effects-based operators.
It noted the inherent weakness of the ‘overwhelming force’ doctrine and concept currently shaping US force structure because of its reliance on “large numbers of highly capable (and expensive) platforms such as the M1 main battle tank, F-14, F-15 and F-18 aircraft and CVN/DDG 51/SSN 688 ships designed principally to be used jointly or individually to destroy and attrite other forces and supporting capability”.
Although ‘rapid dominance’ does seek to achieve certain objectives that are similar to those of current doctrine, the authors pointed out that “a major distinction is that ‘rapid dominance’ envisages a wider application of force across a broader spectrum of leverage points to impose ‘shock and awe’“. While ‘overwhelming force’, according to the Ullman and Wade model, remains an option for delivering ‘shock and awe’, other examples - there are eight altogether - are more subtle and imply a cumulative effect.
One is based on imposing ‘shock and awe’ “through a show of force and indeed through deception, misinformation and disinformation”. Some would argue that the leaks that implied a devastating assault on Iraq in the opening hours of ‘Iraqi Freedom’ - something that did not happen until later - fell into this category. Certainly, information warfare, which encompasses psychological operations, falls within the remit of EBO.
Another Ullman and Wade ‘shock and awe’ example rests on the ability to deter and overpower “through the adversary’s perception and fear of his vulnerability and our own invincibility, even though applying ultimate retribution could take a considerable period of time” - a prescription that neatly summarises, some would contend, the Bush administration’s ‘you’re either with us or against us’ approach to dealing with wavering states in the ‘war on terrorism’.
Yet another model, the ‘Sun Tzu example’, achieves its ‘shock and awe’ value through “selective and informed targeting”, of which “decapitation is merely one instrument”. In ‘Iraqi Freedom’, the original and carefully orchestrated opening assault plans of Gen Tommy Franks, the coalition commander, were substituted at the eleventh hour for a ‘decapitation strike’ against Saddam Hussein and his immediate entourage.
Effects-based operations, in other words, are being applied to real-world operational scenarios. On 19 March, 24 hours before the opening salvoes on Iraq, Col Gary Crowder, division chief at ACC and the plans director for strategy, concepts and doctrine, was asked during a briefing to journalists, how ‘shock and awe’ related to EBO.
“I don’t want to put words in [Gen Franks’] mouth,” Col Crowder said, “but I think the effect that we are trying to create is to make it so apparent and so overwhelming at the very outset of potential military operations that the adversary quickly realises that there is no real alternative here other than to fight and die or give up.”
Col Crowder pointed to the leaflet drops in the weeks leading up to the recent Iraq war. “In the 1940s or 1950s, you might have said, ‘hey, to defeat the enemy I have to defeat the enemy’s army’. No, I have to neutralise the enemy’s army.” To that end, the leaflet operations urging Iraqi army commanders to stay out of the fighting or to surrender to coalition forces were successful, he said. “But [EBO] only truly works if you understand how each event that you do, everything that you do, how that ties back to the specific military and policy objectives that have been established for the commanders.”
This last point goes some way towards explaining why, despite the heavy bombardment of Baghdad in the first week of the war, the Iraqi regime did not rapidly implode, as some predicted it would. Initially, planners were restricted to attacking pure military targets, due to political edicts that civilian facilities, such as telephone exchanges, electricity-supply grids, water supplies, TV and radio stations, should be left untouched. As the ‘military and policy objectives’ were muddied, commanders were forced to try to achieve an ‘effect’ - the collapse of the regime - with a limited set of EBO tools. The result: ‘shock and awe’ was a pale reflection of the assault Iraqis had been primed to expect; and, via its TV and radio broadcasts, Saddam Hussein’s Ba’athist regime could continue to demonstrate - often erroneously - that it remained in control. Only when those broadcast outlets were destroyed did that impression evaporate.
For those looking for further pointers to procurement trends arising from EBO, both Col Crowder and Gen Deptula make it abundantly clear that stealth and precision are two key areas where the USAF needs to continue its involvement. In 1943, it took 1,000 B-17s dropping 9,000 250 lb (113kg) bombs with a 3,300ft (1,005m) circular error of probability (CEP) to destroy a 18m x 30m target. In 1970, it took 30 F-4s armed with 176 500 lb bombs with a 122m CEP to destroy a comparable site.
Twenty-one years later, via a combination of stealth and precision (the F-117 armed with two laser-guided 2,000 lb bombs) attack planners were able to destroy two heavily defended point targets with a single aircraft. With the B-2 eight years later, the combination of stealth and 2,000 lb satellite-guided munitions (the GPS-cued Boeing Joint Direct Attack Munition), each with a 6m CEP, permitted up to 16 individual targets to be struck in a single pass.
“The point here,” Col Crowder summarised, “is we don’t have to attack everything, nor do we have to destroy everything. If we understood the effect we desired on the battlefield, we could then figure out ways of creating that effect more efficiently, more effectively, striking less targets, using less weapons and, quite frankly, mitigating or easing potential concerns for collateral damage and civilian casualties.”
This, in turn, points to another underlying procurement trend stemming from EBO: the ability to strike targets with precision is less the driving technological issue as the ability to find them in the first place.
At Lockheed Martin, senior executives are already focusing on ‘cradle-to-grave loops’ arising from an EBO concept of operations. “Lockheed Martin is looking to provide the artificial intelligence - the interface tools from machine to machine to sustain sortie rates and the maintenance of properly weaponised aircraft with as close to real-time intelligence as possible,” says Bob Coutts, executive vice president for Lockheed Martin with responsibility for the systems integration area, a $9 billion-a-year enterprise.
Coutts points out that Lockheed Martin already builds some of the weapons at the sharp end of the EBO loop, as well as the reconnaissance systems that provide bomb-damage assessment. But first, he says: “I have to have intelligence to know what effect I want.”
One of the biggest USAF intelligence-gathering programmes likely to begin soon is the E-10A Future Multi-sensor Command-and-Control Aircraft, a replacement for the E-8 Joint Surveillance Target Attack Radar System, the E-3 Airborne Warning and Control System and the RC-135 ‘Rivet Joint’ signals intelligence platform. Lockheed Martin is teamed with Raytheon and SAIC against Boeing- and Northrop Grumman-led teams for a major part of the programme.
It is clear, too, that EBO practitioners place great importance on the power of directed-energy (DE) weapons to deliver ‘shock and awe’ - and hence, effect. DE weapons will give a similar jump in capability to PGMs, miniature munitions, stealth, “persistent ISR” (a long-loitering ISR capability, most likely in the form of a sensor-carrying unmanned air vehicle) and high-bandwidth communications, according to Gunzinger. “The next revolution in military affairs,” he emphasised, “will be driven by DE weapons.” Such a capability, he said, could be delivered from within the atmosphere or from space.
This view tallies closely with the Ullman and Wade observation that a ‘zero CEP weapon’ - “meaning one that is precise and timely [for example, as a weapon that is capable of zero miss-distance and instantaneous arrival] - would deliver a precise, rapid and massive effect. EMP [electro-magnetic pulse]-like or high-powered microwave systems, they added, would provide a “broad ability to incapacitate even a relatively primitive society” by attacking the “nerve centres of that society”, especially in an environment where there may be “few hard targets”.
Training people for EBO is expected to be another big industrial driver. Gen Deptula pays homage to past ‘military geniuses’ from Alexander the Great to the “forward-thinking airmen” who saw the logic of strategic precision daylight bombing during the Second World War in terms of effect. “One can find many other examples in history, but in most cases, effects-based strategies and tactics were employed by what were later called military geniuses. Thus, they were a rare occurrence.”
Gen Deptula continued: “Given our own overwhelming asymmetric advantage in these areas, we cannot afford to wait until a genius presents us with an effects-based option. We must institutionalise genius by teaching an effects-based approach throughout the Department of Defense, to include civilians.”
What is needed, Gen Deptula said, is more specific training. “No longer must the achievement of an effects-based approach be the purview of geniuses or random chance.”
This view is underscored by Ullman and Wade. “What is relatively new or different is the extent to which brilliance and competence in using force, in understanding where the enemy’s weak points lie and in executing military operations with deftness, are vital,” they wrote. “While this recognition is not new, emphasis is crucial on exploiting brilliance and, therefore, on the presumption that brilliance may be taught or institutionalised and is not only a function of gifted individuals.”
The Pentagon’s biennial ‘Joint Expeditionary Force eXperiment’ (JEFX) is a perfect place to model EBOs, according to Maj Steve Hedley, a USAF engineer working on experimentation at the USAF’s Electronic Systems Center (ESC) at Hanscom Air Force Base, Massachusetts.
“If you go back to ‘Desert Storm’, we were just getting our feet wet with automated tools and technology for automated control,” added Carmen Corsetti, project leader and programme manager for experimentation at the MITRE Corp. Corsetti and MITRE are working closely with Maj Hedley and others at the ESC in support of JEFX initiatives.
In 2002, JEFX was aligned with a much larger joint-service experiment called ‘Millennium Challenge 2002’. Both experiments focused heavily on EBO. The air force worked alongside the army, navy and marines to achieve the desired ‘effects’. High levels of ‘jointness’ - the maximisation of effect through inter-service co-operation at all levels - happens to be a convenient by-product of EBO.
During ‘JEFX 02’, time-critical targeting was a particular focus. EBO is vital to time-critical targeting and vice versa. A decision to delay an attack on a bridge to coincide with the arrival of an enemy convoy is illustrative of a time-critical attack.
It is heavily reliant on intelligence, but also requires an in-depth understanding of EBO techniques. Such techniques - alongside traditional time-critical strikes such as those on mobile ballistic missile launchers - are practised extensively during JEFX. In contrast to exercises, JEFX is geared towards delivering improved capabilities, tactics, techniques and procedures to warfighters in the field.
Time-critical process techniques honed by MITRE and the USAF during ‘JEFX 02’ found their way into the Combined Air Operations Center in Qatar before ‘Iraqi Freedom’. MITRE and USAF personnel were also on hand in Iraq “on all fronts” to witness first-hand the effects of the combined operations ‘Blitzkrieg’ that led, ultimately, to the collapse of the Iraqi regime.
Lessons learned from the front - new effects to be practised - will be rolled into ‘JEFX 2004’.
