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A Goal and Vision to Meet  a  Challenge   M ost components of our current Command and Control, Intelligence, Surveillance, and  Reconnaissance (C2ISR) and battle management systems are connected to some sort of netw ork -  they  are not  networked .       Existing networks and their supporting data enclaves were often developed as stand - alone syste ms  and applications, with distinct  data structures, formats and standards.  These enclaves constitute  discrete  networks designed to  directly support specific air warfare core mission areas such as  counterair, close air support and special operations.      These distinct networks  perpetuate today’s stovepipes. General John Jumper, Air Force chief of staff,  describes it this way, “ Visit an y Operations Center…you see a tribal representative sitting behind a tribal  workstation. They interpret tribal hieroglyphics and reinterpret for the tribe member next door.  But put the  machines in contact with one another at the digital level, and they ha ve this conversation in a  nanosecond…the operator behind the console cares not one bit where the information comes from…. ”     The solution  is verti cal and horizontal  integration   allow ing  for  exchange of  information  between  sensor s , platforms,  and command  ce nters to be correlated, fused and forwarded to  all nodes within the constellation.       “ The vision of the Command and Control  Constellation (C2 Constellation) is to support  battle  management command and control ( BMC2 )  by  harnessing the power of networks  and   revolutionizing combat operations by linking  sensors, communication systems, manned and  unmanned weapon systems in an interconnected  grid that creates a seamless flow to the  warfighter,”   states LtCol. “Rick” Painter, Chief, C2  Constellation Division at th e AFC2ISRC.      This networked “constellation” of assets with open - system architectures, will allow for collaboration  between various entities resulting in near real - time vertical and horizontal  integration,  uniting  commanders and capabilities.      
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Background   Historically, military operations have been conducted in the “search and destroy”  m ode with the  objective being the surrender or destruction of the adversary through the use of “brute” force.    The changing  nature of warfare, the proliferation of chemical, biological, radiological, nuclear and  enhanced conventional weapons, the trend  toward  smaller, highly mobile and dispersed enemy  formations (including terrorist cells) -  all of this on a multiple front -  dema nd a global, highly flexible,  real - time, integrated Command ,  Control,  Communications,  and  Computer, Intelligence, Surveillance  and Reconnaissance (C 4ISR )  system.       Additionally,  this environment forces the military to look  at the approach it takes to cond ucting  warfare.        According to Maj Gen David Deptula, director for plans and programs, Air Combat Command (ACC),  “ Effects - based operations have the potential to reduce the force requirements, casualties, duration of conflict,  forward basing, and deploymen t of forces previously required to prevail in war…. It is the philosophy of control  over an adversary’s strategic activity and the commensurate disruption of his decision - making process by  direct influence and effect on the adversary’s ability to act. ”     EB O Methodology   EBO employ s   courses of action (COA) that  a ffect  “ contro l ”  of the systems that the adversary rel ies on  to “ exert influence ” in order to achieve specific strategic objectives  that support desired military and  political outcomes .    The difference here is the “application” of force. Rather than the “brute” force once used, the force  could be to use infor mation and resources to “strategically engage” to the extent that the enemy is  compelled to acquiesce and act in such a way as to meet the desired objective(s).   According to EBO advocates, the ultimate purpose of war is  to  “compel a positive political outc ome.”  This might be done through the use of force; however, controlling, rather than destroying, the enemy’s  actions are the objective.   Thus, large numbers of forces are not necessarily needed to achieve the desired effect, but rather  effective control of  enough of the adversary’s enabling operational level systems will impede, reduce  or thwart his ability to function at the strategic level.   
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  Background     JEFX, the fifth in a series of Chief of Staff of the Air Force (CSAF) - sponsored, major command - executed highly - focused, multi - dimensional experiments,  is  designed to explore and empirically   validate emerging concepts and capabilities that produced desired effects in the battlespace and  determine implications for change related to doctrine, organization, training, materiel,  leadership, personnel and facilities (DOTMLPF).     The  JEFX venue bring s   the warfighter, planners, operational and system architects and engineers,  industry representatives, and assessors together in an environment that allows for the exploration,  analysis, and assessment of capabilities in a distributed and collaborative “sy stem of systems.”                    “ JEFX 04 will provide the environment to experiment with and assess new, innovative or refined concepts,  processes, technology, tactics, techniques and procedures (TTPs) that may provide solutions to the  integration of air,  space and ground assets through machine - to - machine (M2M) exchanges ,” states Col.  Dave Youker, director of the Air Force Experimentation Office.     JEFX 04  Experiment Design     The nature of warfare has evolved significantly since the end of the Cold War.  Rel iance upon  coalition and allied forces, more stringent rules of engagement, rising sensitivities about fratricide  and collateral damage, and concerns over maintaining sustained air operations in the wake of  increasing asymmetric warfare techniques, are a f ew of the factors shaping the application of  military power.     These new realities drive the need to improve timeliness, flexibility, accuracy and integration of C2,  Intelligence, Surveillance and Reconnaissance (ISR) and Information Operations (IO) assets .   This year’s JEFX will focus on Battle Management Command and Control (BMC2) -     an approach that  advances network - centric operations.      “ Commanders at all levels must be able to dynamically command, control, synchronize and integrate  sensors, strikers and  support platforms and warfighters must have access to timely and accurate  information concerning weather, geography, loca tion of friendly, non - combatant, enemy forces and a myriad  of other data using M2M speed in order to support the Joint Forces Commander , states Youker.      This in essence means getting the right information to the right place at the right time to obtain the  desired effect.       
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Fact Sheet

Network-centric Infrastructure
The Power of Networking

Currently, most components of our Command and Control, Communications, Intelligence, Surveillance, and Reconnaissance (C2ISR) and battle management systems are connected to some sort of network, they are not networked.  
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To achieve the potential power of a networked C2 Constellation for both air operations and the entire joint force, it is necessary to understand the power of networks and network-centric warfare.

Metcalf’s Law states that, “The power of a network increases in proportion to the square of the number of nodes on the network.” 

The power of Network-centric Infrastructure (NCI) is that it provides, not only connectivity, but also, "conversations between the "machines" of the C2 Constellation, i.e. machine-to-machine (M2M) exchange. 

M2M exchanges can speed the flow of information from sensor to decider, to shooter, even directly from sensor to weapon. Machines communicate faster and increase both the accuracy and velocity of combat information.

JEFX 04 will provide a venue to experiment with and assess new, innovative or refined concepts, processes, technologies, tactics, techniques and procedures that may provide solutions to integration of air, space, and ground assets. 

AF Experimentation…a catalyst for transformation
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The Challenge

The information explosion today is unprecedented; however, the need is to be able to process today’s huge quantities of data and extract decision quality information for our commanders.  

During the WWI, telephone traffic allowed about 30 words per minute of information. In contrast, approximately 192,000 words per minute were transferred during Gulf War I, and it is estimated that by 2010, 1.5 trillion words per minute will be transferred.

Advances in communications technology and the military’s absolute reliance on information provided by that technology highlights the critical need to move the right data to the right person at the right time to create the right effect on the battlefield.

The challenge is to transform this information explosion by focusing people, processes and technology to get the right information to the right person at the right time to get weapons on target. 

The Air Force goal is to accelerate this process through both vertical and horizontal information sharing. Vertically between sensors and command centers; horizontally among the sensors and platforms, which both collect and use the information for targeting.
Experimenting with NCI

AFEO’s JEFX 04 will play a big part in this process.  The Electronic System Center’s (ESC) JEFX 04 engineering team is preparing a network-centric architecture for the Air Operations Center (AOC) to use during the experiment.  

This architecture will provide “middleware,” or shared system services, to achieve advanced M2M capabilities within the AOC. These include workflow executors, brokering, policy, web services, directory services, and publish-and-subscribe capabilities, just to name a few.  

The Air Force goal is to accelerate this process through both vertical and horizontal information sharing. Vertically between sensors and command centers; horizontally among the sensors and platforms, which both collect and use the information for targeting.

What makes Battle Management Command and Control (BMC2) transformational is the underlying NCI.. the true networking of our C2 Constellation.  

“Zero latency in this environment is our goal; it will afford instantaneous strike capability, and will save lives.” Gen. John Jumper

AF Experimentation…a catalyst for transformation
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Transforming AF C4ISR:

Harnessing the Constellation
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	Depends on a network of  integrated information (I2), sensors and  platforms (N) applied through BMC2
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C = f (N, I2, BMC2)

C pwr = f (I, Bw , t)



Constellation “power” derives from three sources

The power of additional network nodes (Metcalfe’s Law)

Horizontally integrated information increases both the speed and access of information for all users

Potential power of Battle Management C2 will be a function of improved processes and more agile access to JC2

The power of a network is inversely proportional to time, as time approaches zero, power approaches max

Need Progress on 3 Fronts:

  Interoperability

  Robust Network (bandwidth)

  Zero Latency Environment (time) 
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The Challenge

Data Overloaded – 

Information Camouflaged
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Field Phone
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Information Explosion is unprecedented. We need to be able to process today’s huge quantities of data and extract decision quality information for our commanders.  

The words-per-minute rate represents the astronomical growth in the ability of the military to move data on the battlefield.

State of the Art:

WWI – Field  telephone

WWII – Radio

Vietnam – SATCOM

Gulf War – Networked computers

War in 2010 – GIG, wideband datalinks



Advances in communications technology and the military’s absolute reliance on information provided by that technology highlights the critical need to move the right data to the right person at the right time to create the right effect on the battlefield.

Zero latency in this environment is our goal; it will afford instantaneous strike capability, and will save lives.  
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